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February 28, 2018

Linda Johnstone
Grand Jury Foreperson
2017/2018 Tuolumne County Grand Jury

Re:  Response to the 2016/2017 Grand Jury —
Information Technology Report Recommendations

Dear Ms. Johnstone:

This response outlines the relation between the current IT Infrastructure projects and the
recommendations contained in the 2016-2017 Grand Jury report. The Grand Jury report
focused on IT security rather than the $4 Million in IT Infrastructure projects currently
underway.

This report includes a high level schedule and milestones necessary to monitor the progress
of the infrastructure projects. While there are many tie-ins and benefits from the Grand
Jury findings and recommendations to the current IT infrastructure projects, only a small
portion of these projects address the findings and recommendations in the 2016-2017
Grand Jury report. In short, the Grand Jury report’s findings and the IT infrastructure
projects are not necessarily connected.

The County did make significant security and infrastructure-improvements-that directly —

addressed the Grand Jury Report findings which are listed in the second section of this
report. The most critical of these security fixes have been completed.

IT Infrastructure Project Summary

Telecommunications Upgrade — Telephone Replacement
Phase I - Project pre-work. (County and consultant—ClientFirst)
July 2017 — February 2018 .
e Telecommunications closet power upgrades to accommodate runtime for the new
phones in the event of a power outage.
e Telecommunications closet reconfiguration and cleanup to support new data and
telephone network connections.
e Cable projects to relocate poorly secured telecommunications closet with sub-par
environmental support.*

...serving the Board of Supervisors, departments, and the community as good stewards of the County’s fiscal
and human resources through collaborative, professional and ethical leadership. y



e Fiber project to support higher capacity connections to support Voice over IP
(VOIP) telephone solution.

e Wide Area Network (WAN) connection improvements to serve remote office
locations.

e Plan for and order SIP trunking from AT&T to support the VOIP traffic calls.

Phase II — Data network upgrade. (County, ClientFirst & Maverick Inc.)
March 2018 — June 2018
e Complete replacement of the data switching network to support the new VOIP
telephone solution.
e Work will improve data network performance for every County department.

Phase III — VOIP Telephone deployment. (County, ClientFirst & Maverick Inc.)
July 2018 — October 2018
e Develop a new dialing plan to be used County wide.
e Deploy new VOIP telephones County wide.
e Setup, configure and deploy a new Voice Mail system for County employees.
e Enable features and functionality that will enable users to utilize desktop
computers, cell phones and remote access technologies.
e Enable features and functionality of the VOIP solution to provide Automatic Call
Distribution, directory searches and automated voice trees.

Phase IV — Project cleanup, documentation & billing reconciliation. (County, ClientFirst &
Maverick Inc.)
October 2018 — November 2018

e Reconcile and closeout project billing.

Enterprise Resource Planning (ERP) Replacement Project
Phase I - Infrastructure definition and setup. (County & Supenon)
October 2017 — January 2018
e Plan for and order secondary Internet connection.
o Plan for and setup communications connection to the vendor data center.
e Develop initial plan and schedule.
e Define, communicate and setup users, printers and other devices to support the
Superion OneSolution ERP system.

Phase II — Finance system definition, configuration and implementation. (County &
Superion)
February 2018 — December 2018

e Perform a Business Process Review to define as-is and to-be configurations.

e Extract and import data templates from the old to the new system and re-iterate the

process until the data is validated.

o Test and report from both systems to validate system data integrity.

e Train system users.

e Plan and support system go-live.

Phase III — Human Resources (HR) system definition, configuration and implementation.
(County & Superion)



November 2018 — June 2019
o Perform a Business Process Review to define as-is and to-be configurations.
o Extract and import data templates from the old to the new system re-iterate the
process until the data is validated.
e Test and report from both systems to validate system data integrity.
e Train system users.
o Plan and support system go-live.

Phase IV — Budget, Interfaces and Purchasing system definition, configuration and
implementation. (County & Superion)
March 2018 — October 2019

e Perform a Business Process Review to define as-is and to-be configurations.

o Extract and import data templates from the old to the new system re-iterate the

process until the data is validated.

o Test and report from both systems to validate system data integrity.

e Train system users.

e Plan and support system go-live.

* Addresses Grand Jury security concerns.

Status Report on the 2016-2017 Grand Jury Findings and Recommendations

The following is offered as a response to the 2017-2018 Grand Jury request to provide a
summary status report with specific timelines on the 2016-2017 Grand Jury
recommendations related to the investigation of the Information Technology (IT)
discipline in the IT Division of the County Administrator’s Office.

The pillars of discipline are Infrastructure; Security; Staffing Levels; Training;
Communication & Governance; and Policies & Procedures.

During the last year, the IT Division has made significant improvements to the
infrastructure and security pillars with major hardware and software implementations that
have positioned the County to provide stellar customer support and maintain a solid
security infrastructure.

There have been some setbacks in the staffing level pillar: funding was requested and not
granted for four requested positions and two (2) key staff members from the analyst
support group left the County. Despite this, the staff has performed admirably during this
period. The IT Division continues to request additional staffing to help support the heavy
workload.

The IT Division has made some inroads into the training pillar but it is a challenge to carve
out staff time for training due to service demands.

In the communication and governance category, the IT Division is making significant
progress in accomplishing department projects as recommended by the Departments and
approved by the Board of Supervisors. The annual list of projects can be found in the
attached IT Project List, called the Information Technology Steeting Board Project List. In
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addition to regularly communicating with departments currently receiving technology
implementations, IT routinely communicates with the County Facilities Maintenance
" Division and with the County Administrator’s Office during any capital projects or
building modifications.

The IT Division has not made any progress on updating its Policies and Procedures. This
area will receive greater emphasis after the new staff members are hired and the current IT
infrastructure projects are well underway. The policy work needs to be completed as the
infrastructure is being upgraded with new technologies, bringing enhanced opportunities
which need good governance.

The following section is a more detailed response to the 2016-2017 Grand Jury Report
Findings and Recommendations. An attached chart shows progress on the Grand Jury’s
recommendations related to technology security.

Infrastructure

While having halon fire suppression systems and fire proof storage locations are all
desirable, they are not financially reasonable solutions for Tuolumne County. In working
with the Tuolumne County Facilities Division, industry experts and other County I'T
support personnel, it was determined that environmental issues could be mitigated in the
Network Operations Center (NOC) and the server room at the IT offices using alternate
methods. The County’s Storage Area Network and the backup solution have been designed
to utilize multiple locations with redundant data points. To support this, a new network
room with a backup generator has been added at the new Juvenile Detention Facility.

Responses: 28, 29, 30, 31

The IT Division did request replacing its case management system during the mid-year
budget review. It was determined that there was not sufficient time or budget to support
this project this fiscal year. The plan is to request this project in the 201 8-2019
Information Technology Steering Board project list.

Response: 33

The IT Division has made great strides in the migration of data from the Network Attached
Storage (NAS) to the new Storage Area Network and plan to complete the data migration
project in February 2018.

Response: 34

As part of our Security Initiative and the Telecommunications Telephone replacement
project, a full inventory of Network, Server and Wireless support hardware has been
completed. This information will be maintained and listed in Excel spreadsheets until a
new IT case management system is installed.

Responses: 35



IT is implementing a new Network Access Control device “HP ClearPass” product that
will allow the IT Division to proactively manage and maintain network and wireless
hardware products. The product has been installed and is currently working with all
Wireless Access Point (WAP) installs. In January 2018, the product will be tested and
configured to work with all existing and new network hardware.

An upgrade was performed to the current desktop deployment manager, Systems Center
Configuration Manager (SCCM), to be able to manage and distribute 64bit Microsoft
Windows 10 operating systems to individual desktops.

Responses: 37, 38, 43
All of the County hardware firewalls were replaced by July 2017.

The Grand Jury report recommended replacing all current hardware and software firewalls.
The software firewall services have yet to be transitioned to the upgraded product;
however, the services provided by this device have been reduced. The plan is to continue
to reduce the services provided until this device can be phased out. The plan is to complete
this work by June 2018.

Responses: 42

Security

The security practices identified in this group are all good practices but are not required.
The IT Division is evaluating each of these responses and addressing them as updates or
changes are made to existing platforms. This way IT can become compliant without
disrupting valued services to customers. \

' Responses: 24, 25, 32, 45, 46, 47

The security system that is in use at the IT Division meets the NIST requirements for
physical security. Having cameras and additional access controls will be very helpful and
will be included in next year’s budget request.

Responses: 26, 27
The IT Division worked with its website provider, CivicPlus, to convert the County public

website to a complete Secure Socket Layer (SSL) environment in August of 2017.
Additionally, all externally accessible websites have been reviewed and loaded with the

proper security certificates.

The IT group will continue to update servers in the DMZ environment to bring the
hardware and software levels to a more current support level.

Responses: 48, 49, 50, 51, 52, 53



Staffing Levels

The IT Division has made great strides in supporting the current project list. There is still a
request for; two (2) analysts, one (1) security analyst, and a dedicated Information Security

Officer (ISO).
Responses: 1, 2, 3, 11

The IT Division is not staffed to be able to support staggered work schedules to
accommodate different maintenance windows. IT does provide 24/7 departmental support.

Response 10
Training

The IT Division is diligently making time to attend training classes, both on and off site
with a focus on security.

This is still very difficult as there are two Analyst vacancies creating challenges to support
workloads when staff is in training.

Responses: 5, 15
AL IT personnel actively participate in online technical forums.

AILIT personnel that are responsible for RMM solutions have been trained to perform their
duties.

Responses: 36, 39
Communications & Governance

With the measured success of the IT Division in completing the projects from the 2017-
2018 ITSB project list, there will be renewed interest and prioritization of projects as the
tremendous backlog is being reduced.

Responses: 4, 8

With the new assignments in the CAO office, the IT Division has been very involved in
any building modifications.

Response 6

The IT Division currently uses Microsoft Project to manage large projects. This product is
fairly complex to utilize and will require great discipline and dedicated resources.

‘Response 7



Policy & Procedures

While the IT Division feels that this is an area that needs significant attention and will be
made a greater priority in the upcoming year.

Responses: 4, 6,7, 8, 44

Sincerely, Sincerely,
SHERRI BRENNAN CRAIG PEDRO
2017 Board Chair County Administrator
Sincerely, Sincerely,
SARAH CARRILLO DANIEL RICHARDSON
County Counsel Deputy County Administrator
Sincerely,

ROBERT CHAPMAN

Information Technology Manager

£e: John Gray, Chair, Board of Supervisor
Tracie Riggs, Deputy County Administrator



Attachment 1 — Finding Matrix

Grand Jury Findings — Information Technology

F1. IT staffing was significantly reduced starting in 2008, but expectations have grown,
leading to the inability of the IT Department to deliver what county departments are
asking for in a timely manner.

Response: Agree. The latest IT reorganization has helped remedy this finding.

F2.  Thereis no IT director. The IT manager reports to a deputy CAO causing a possible
conflict of interest. The CAO is responsible for budgeting, and this can conflict
with the interests of the IT Department leaving no one at the Director level to
advocate on behalf of the IT Department.

Response: Agree.

F3.  The IT Project demands from multiple departments throughout the county creates
delays in many projects and conflicts between departments.

Response: Agree. The latest IT reorganization has helped remedy this finding.

F4.  Security falls under Risk Management, which is the responsibility of Human
Resources. The IT Department operates in a manner where security is not its
responsibility, creating serious security and reliability issues throughout the county.

Response: Agree. The Information Security Officer (ISO) does reside in risk management.

Response: Disagree. IT personnel are all very interested in maintaining a secure IT
environment.

F5. IT Department staff are constantly “putting out fires” and do not have a lot of time
to train. Training is often interrupted in order to work on issues.

Response: Agree.

F6.  County facilities do not take into account the needs of IT equipment, leading to
critical county infrastructure being in danger of destruction if fire suppression
equipment were activated. '

Response: Agree. Fire suppression in computer environments is a hotly debated topic as
there is not a good affordable solution to fire suppression in computer rooms.

F7. Labor and cost estimates for projects have consistently been underestimated and
have suffered from scope creep contributing to delays in project delivery.

Response: Agree.



F8.  The projects of highly “visible” departments are prioritized while other work is
deprioritized, impacting long-term projects and Maintenance and Operations.

Response: Agree.

F9.  The Tuolumne County IT Department has no consistent project tracking system,
does not break work into milestones, and cannot provide immediate project status
reports.

Response: Agree. The IT department found that there was significant overhead to
managing projects with Microsoft Project and have stopped using the product.

Response: Disagree. Projects are overseen by IT analysts who report and manage project
. progress.

F10. There is no formal policy for documentation of processes, procedures; or work
performed. Documentation is not mandated, nor is it consistent. Documentation
should be written to both account for how software or equipment is installed or
maintained, and also to permit others to learn how the work was done. Accurate and
complete documentation eases the burden for future maintenance, and allows the
work to be reproduced if additional equipment or software must be configured in
the same way.

Response: Agree. While all software installs are documented and maintained, there is no
formal policy that defines that activity.

F11. Staff are not given sufficient time to perform infrastructure maintenance.

Response: Agree.

F12. There is no security analyst or specialist in the IT Department. Lack of sufficient
4 time for existing staff to address security issues proactively, and no dedicated
security staff, leaves the county at increasing and unnecessary security risk.

Response: Agree. Although there is not a security analyst in the IT department every
member of the team makes security a priority.

F13. There is no formal Password Protection Policy (PPP). No complexity requirements
are required for some systems and no password expirations are imposed. No
requirements or limitations exist for password reuse, sharing, distribution, storage,
or breach reporting. Lack of clear password rules reduces overall security, allowing
for common and reused passwords to ease the effort involved in hacking any
account from years or months to as little as seconds.

Response: Agree.



F14. There is no current formal Disaster Recovery Plan/Policy (DRPP). Without a
formal plan to address disaster response, any reaction will have to be created under
duress, without the time or forethought that proper planning provides.

Response: Agree.

F15. There is no current formal backup retention/Data Retention (DR) policy. Data
backups are kept at most for one year and for as little as two weeks. This may
conflict with transparency and data retention requirements under the California
Public Records Act and California Government Code §26202.

Response: Agree. Backups are scheduled and maintained but there is not a formal policy
on the management of the backups.

F16. There are no persistent email archives. While some emails will not be required to be
kept, some email messages are parts of the decision-making process, and records
may be required. This may conflict with transparency and data retention
requirements under the California Public Records Act and California Government
Code §26202.

Response: Agree.

F17. There is no formal training policy. Continuing education is critical for any
organization, but particularly one where a failure to address issues in a timely
fashion will incur costs that must be shouldered by county taxpayers.

Response: Agree.

F18. There is no formal policy for Secure Data Destruction (SDD) and/or drive wipe
before decommissioning old hardware. Failure to consistently destroy sensitive
information leads to significant security and privacy risks.

Response: Agree. There is no formal policy for SDD.
Response: Disagree. There is a procedure that is followed that meets DOD standards.

F19. There is no formal Information Logging Standard (ILS) policy, or Security
Information and Event Management (SIEM) policy or procedure for log, hardware,
software, or reporting audits which prevents compliance with HIPAA and PCI DSS,
prevents accurate source-tracking for infections, and places the weight of I'T on
emergency response instead of planned and coordinated activities.

Response: Agree. There is no formal policy for ILS.

Response: Disagree. While log monitoring and reporting are taking place there is not a
formal policy in place to define this activity.

10



F20. There is no formal policy for ongoing SB272 (§6270.5 of the California Public
Records Act) compliance, which may violate SB272.

Response: Agree. There is not a formal policy for SB272 compliance.

Responsé: Disagree. Tuolumne County has published and updated the system catalog
required by SB272.

F21. There are no formal policies or procedures in place for maintaining I'T equipment in
Tuolumne County leading to grossly out of date networking equipment, security
equipment, and other systems being years behind in required maintenance.

Response: Agree.

F22. The Health Insurance Portability and Accountability Act of 1996 (HIPAA) requires
regular software and Operating System (OS) maintenance, as well as regular review
and auditing to remain in compliance with steep penalties for failure.

Response: Agree.

F23. The Payment Card Industry Data Security Standard (PCI DSS) requires any
organization collecting payments via credit card to perform regular security
maintenance, complete application maintenance, restrict physical access to devices
that can access cardholder data, regularly test device and network security, create
and maintain an Information Security (InfoSec) policy, store logs for a minimum of
one year, and perform log audits.

Response: Disagree. Tuolumne County uses outside vendor systems for collecting
payments via a credit card.

F24. The county does not have a Reverse Whois (RWhois) record, which provides third
parties a direct contact for issues relating to any network issues discovered such as
botnet, malware, or spam originating from their network.

Response: Agree.

F25. The county has hundreds of IP addresses assigned, though only 21 named devices,
many of which do not require a dedicated IP address. The allocation of this many IP
addresses to an organization that is not using them efficiently violates the Number
Resource Policy Manual (NRPM), which requires a minimum 50% utilization of
allocated IPv4 resources. [Pv4 exhaustion is here and more than 200 IP addresses
are being wasted by Tuolumne County.

Response: Disagree.

F26. The Morning Star facility lacks security cameras.

Response: Agree.
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F27. The Morning Star facility lacks physical security for the server room.

Response: Agree.

Response: Disagree. The Morningstar network closet does have physical locks that limit

access.

F28. The Morning Star facility server rooms use sprinklers for fire suppression.

Response: Agree.
F29. The Morning Star facility server room leaves tape backups exposed.
Response: Agree. The Morningstar facility network closet has sprinklers.

Response: Disagree. The Morningstar facility network closet is protected with locked
doors with limited access.

F30. The NOC leaves tape backups exposed.
Response: Agree.
F31. The NOC uses sprinklers for fire suppression.

Response: Agree.

F32. There is no formal policy for supervised third-party NOC access, which violates
HIPAA, PCI DSS, and creates other potential security issues.

Response: Agree. IT staff has been directed to supervise outside visitors but there is not a

formal policy.

F33. The current ticketing platform is outdated and unsupported. It does not enforce
tracking of important data, creating inconsistent records. This prevents preemptive
action to address hardware, software, and end-user issues.

Response: Agree.

F34. The existing SAN is full, making long-term backups and recovery impossible, and
creating a situation where staff need to prioritize what electronic records
departments can retain. Certain records must be kept for two years under California
Government Code §26202, and it appears that this is not being done.

Response: Agree.

F35. Firmware updates that address security vulnerabilities are being neglected for every
single network access device - router, switch, wireless access point, firewall, and
enterprise appliance - in the fleet.
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Response: Agree. A large portion of our network devices do not have the latest firmware.
There is not a formal policy for maintaining hardware firmware levels.

Response: Disagree. Critical devices on the edge of the network do get firmware updates
as deemed necessary.

F36. IT Department staff are not monitoring vendor websites for patch information,
allowing hardware and software to remain insecure and years out of date, making
county devices easy targets for attackers.

Response: Disagree. All IT staff members monitor different websites and blogs.

F37.. IT Department staff are not consistently participating in mailing lists, newsgroups,
guides, forums and other patch management systems, limiting their exposure to
information about updates, processes, and issues to address known problems.

Response: Disagree. All IT staff members participate in different mailing lists,
newsgroups, guides and forums.

F38. Servers throughout the county are out of date and some critical services run on
software that is eight years beyond EOL, placing them at severe security risk and
increased risk of instability.

Response: Agree.
Response: Disagree.

F39. IT does not patch servers with the majority of applicable updates, leaving them
insecure.

Response: Agree.

F40. The current update process does not consistently include Canary Testing, placing all
devices at increased risk of collateral failure.

Response: Disagree. IT uses a staged approach when rolling out enterprise wide patches
and updates.

F41. Nearly all of the updates that are installed are delayed a month, then installed on all
affected devices simultaneously during normal business hours. This interrupts
normal business processes and increases the risk associated with these devices until
they are patched.

Response: Disagree. Updates are not delayed a month. IT uses different strategies for
different levels of patches and updates.
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F42. Line of business applications (as many as 300 separate applications) are not
consistently maintained, leaving critical applications potentially unstable and
insecure.

Response: Disagree.

F43. Post-update device restarts are not being forced, allowing devices to remain
insecure until the user chooses to restart manually.

Response: Disagree.

F44. Most user devices are still running 32-bit Operating Systems (OS) because a 64-bit
OS image has not yet been approved for county-wide use, wasting resources within
each device and slowing device performance, impacting Tuolumne County staff
time.

Response: Agree.

F45. Some critical line of business applications can no longer be used or upgraded
because they require 64-bit Operating Systems (OS), leaving departments unable to
function.

Response: Disagree. Users and applications that require 64bit operating systems are
accommodated with special version images. '

F46. Not all staff are fully trained in their Remote Monitoring & Management (RMM)
solutions, requiring manual intervention for diagnostics and reporting, wasting time
and resources.

Response: Agree. Each IT unit requires different levels of RMM access.

F47. Malware infections are a daily occurrence and only those reported to IT are
discovered and addressed. The resolution for most infections on Tuolumne County
hardware is to reimage the device (or devices), which causes loss of user data and
prevents data collection for sourcing infections to determine intent (such as spear
phishing, ransom, botnet, or general infection), which prevents adequate response to
targeted attacks.

Response: Agree. Re-imaging devices is the best way to make sure you have eradicated a
malware infection. Users should not lose data as they have been directed to not store data

on the local machine.
Response: Disagree. Malware infections are NOT a daily occurrence.

F48. Ransomware has taken down parts of the network on multiple occasions, also
causing server data breaches. Servers have no defense enabled against network-
aware malware or user negligence.
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Response: Agree. Tuolumne County has been hit by a couple of Ransom Ware attacks
with very limited impact.

Response: Disagree. Tuolumne County has been hit by a couple of Ransom Ware attacks
with very limited impact. Due to the security measures in place we have been able to
isolate and remedy Ransom Ware attacks with very little loss of data.

F49. Tuolumne County is using software firewalls that are EOL, putting the entire
county infrastructure at risk.

Response: Agree. Tuolumne County uses one (1) software firewall.

F50. Tuolumne County is using hardware firewalls that are EOL, putting the entire
county infrastructure at risk.

Response: Agree.

F51. Physical access to devices is possible in every department the Grand Jury visited.
Toolkits that allow network-level hijacks are available online for under $50, so one
doesn’t need to be a “highly-financed state-sponsored actor” to be able to hijack
Tuolumne County networks.

Response: Disagree. Physical access is limited through Security Policy and proper security

practices.

F52. Physical access to network ports is possible in almost every department the Grand
Jury visited, exposing the network to security risks.

Response: Disagree. Physical Access to network ports is controlled and limited through a
Network Access Control (NAC) device.

F53. There is no Network Device Integrity (NDI) Methodology in place which creates
inconsistency in security response to network issues.

Response: Agree.

F54. Sender Policy Framework (SPF) is not in use, exposing Tuolumne County to
potential abuse from spam messages and phishing messages with forged address
from Tuolumne County addresses. '

Response: Agree.

F55. Domain Keys Identified Mail (DKIM) is not in use, exposing Tuolumne County to
potential abuse from spam messages and phishing messages with forged address
from Tuolumne County addresses.

Response: Agree.
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F56. No formal policy or process is in place for external vendor access, creating
inconsistency and potential security issues.

Response: Agree. While best practices are used there is not a formal policy regarding

vendor access.
F57. Several website security issues exist.
Response: Disagree. Not defined.

F58. Websites use expired or no SSL certificates, increasing the risk of data leakage or
compromise.

Response: Disagree. All sites requiring certificates are protected.

F59. The Bring-Your-Own-Device (BYOD) management platform is externally visible,
exposing the entire network to abuse.

Response: Agree.
F60. The county website does not support SSL.
Response: Disagree. The County website DOES support SSL.

F61. There are several domains that present the same content for the Tuolumne County
Website, impacting Search Engine Optimization (SEO) efforts and
canonicalization.

Response: Disagree.

F62. The robots.txt file Sitemap reference is invalid.

Response: Agree.
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Attachment 2 — Response Matrix

Grand Jury Recommendations — Information Technology

R1. Hire at least two mid-level industry-experienced IT professionals to increase the
capacity of the department. (F1)

Response: IT has made a request to the CAO office for a priority restoration of two (2)
analyst positions. '

R2.  Hire one more technical support analyst to assist county users who require help.
(F1)

Response: IT has made a request to the CAO office for a priority restoration of one (1)
technician position.

R3. Hire a Chief Information Officer (CIO) or IT Director that would report directly to
the CAO and not a deputy CAO. That individual must have an experienced IT
background and not have any other responsibilities within the county
administration. Should the position not be created/filled, we request that the CAO,
BOS and County Counsel explain why the current arrangement is not a conflict of
interest. (F2)

Respbnse: IT would support the hiring of a CIO or IT Director.

R4.  All County departments must be made aware of needs of the other departments and
work together to prioritize their IT needs. (F3)

Response: IT will make extra efforts during the Information Technology Steering Board
process to fully explain the needs of all departments.

R5.  Security training must take place for members of the IT Department. It is preferred
that training take place offsite instead of online or on-site training, so they are not
interrupted during training. (F4, F5)

Response: IT supervisors will be tasked with a goal on their performance evaluations to
develop a training plan for each member of their group. With each training plan the
supervisors will be required to tie back the training plan to security initiatives.

R6. Involve the IT Department in all aspects of planning and implementation of how
buildings are set up for proper IT infrastructure. The I'T Department should be
included in final approval of County building plans. (F6)

Response: With the development of the Law & Justice Center it has become apparent that
all construction activities should involve a plan to support Information Technology
services. The IT department has worked closely with the CAO office to communicate the

need for IT involvement in all construction efforts.
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Response: With the new assignments in the CAO office both Facilities and Information
Technology report to the same manager. This will improve communications during
construction efforts.

R7. Investigate project management methodologies such as Agile, Lean, and Kanban.
The Jury also recommends that the county investigate software for project
management to improve project estimation and tracking capabilities. (F3, F7, F9)

Response: IT will explore options available for Project Management software.

RS8.  Prioritize projects based on the needs of the entire county, both government and
citizens. All projects and project requests should go through the standard ITSB
procedures, and prioritization should also include maintenance on IT equipment so
that technical debt is not accrued. (F8)

Response: IT will revamp the ITSB procedures to ensure proper attention is paid to
maintenance of IT infrastructure.

R9. Create an up-to-date and actively maintained knowledge base about how networks,
hardware, and software are installed and configured. (F10)

Response: IT will formalize a policy and create a procedure for maintaining and updating -
an IT knowledge base (document library) of; network configurations, hardware
configuration and setup, and detailed software installation documentation.

R10. Modify IT Department work schedules to stagger some staff so some Maintenance
& Operations can be performed after hours in other departments. (F11)

Response: 1T will work with the CAO office and department heads to create a regular
maintenance window for Maintenance & Operations. IT supervisors will work with team
members to create workable schedules to support the newly created maintenance window.

R11. The Grand Jury strongly recommends hiring a dedicated security analyst. (F4, F12)

Response: The IT department takes security very seriously and would support adding a
dedicated security analyst.

R12. Create, maintain and observe a Password Protection Policy (PPP) that incorporates
complexity requirements, password expiration, limits reuse, sharing, distribution,
and storage, and requires breach reporting. (F13)

Response: The IT department will work with the CAO Office, County Counsel and
department heads to develop a PPP that incorporates; complexity requirements, password
expiration, limits reuse, sharing, distribution, and storage, and requires breach reporting.

R13. Create, maintain and observe a Disaster Recovery Plan/Policy. (F14)

Response: The IT department will update the current Disaster Recovery Plan.
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R14. Create, maintain and observe a Data Retention (DR) policy for email, data, and
stateful work that complies with California law and the Freedom of Information Act

(FOIA). (F15, F16)

Response: The IT department will work with County Counsel to develop and document a
formal data retention policy that address’s data storage and E-Mail. The IT department will
develop procedures and documentation to support the developed data retention policy

R15. Create, maintain and observe a formal IT Training Policy that incorporates best
practices for documentation, maintenance, security, monitoring, and ensures that
attendees are not pulled away during training. (F17)

Response: IT will develop a formal department training plan that ensures employees
receive adequate security training. '

R16. Create, maintain and observe a Secure Data Destruction (SDD) policy. (F18)

Response: IT will create a formal policy for Secure Data Destruction. The policy will
utilize the current SDD process that fully meets Department of Defense (DOD)
requirements.

R17. Create, maintain and observe an Informational Logging Standard (ILS) policy and
Security Information and Event Management (SIEM) policy and procedure,
ensuring that logs are regularly and actively audited. (F19, F22,F23)

Response: 1T will create a formal policy for Security Information and Event Management
(SIEM). The policy will document and refine the current IT process.

R18. Create, maintain and observe a policy for ongoing SB272 (§6270.5 of the California
Public Records Act) compliance. (F20)

Response: An IT policy will be created and maintained to meet SB272 compliance.

R19. Create, maintain and observe a policy and procedure for maintaining network
equipment (routers, switches, firewalls, wireless access points, peripherals, and
enterprise appliances) that incorporates no less than weekly firmware checks and
vendor monitoring for all network equipment, and decommission planning for
hardware approaching EOL. (F21, F35, F36, F37)

Response: IT will create, maintain and follow a policy to maintain a reasonable
maintenance schedule for network equipment. IT will create, maintain and follow
procedures to maintain a reasonable maintenance schedule for network equipment. IT will
create, maintain and follow procedures to maintain a reasonable hardware life cycle for
network equipment.

R20. Create, maintain and observe a policy and procedure for maintaining end-user
equipment that incorporates Canary Testing, Operating System(OS) updates and
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monitoring, application updates and monitoring for all installed applications, update
installation windows outside of individual department business hours, force system
restarts outside of individual department business hours, change monitoring to
identify irregular activity, and feplacement planning for hardware, applications, and
Operating Systems approaching EOL. (F21, F36, F37, F40, F41, F42, F43)

Response: The IT Department is currently working on a policy and procedure to update,
maintain and monitor end-user equipment.

R21. Create, maintain and observe a policy and procedure for maintaining server
equipment that incorporates Canary Testing, Operating System (OS) updates and
monitoring, application updates and monitoring for all installed applications and
services, change monitoring to identify irregular activity, and replacement planning
for hardware, applications, and Operating Systems approaching EOL. (F21, F36,
F37,F38, F39, F40, F42, F43)

Response: IT will create, maintain and follow a policy to maintain a reasonable
maintenance schedule for server equipment. IT will create, maintain and follow procedures
to maintain a reasonable maintenance schedule for server equipment. IT will create,
maintain and follow procedures to maintain a reasonable hardware life cycle for server

equipment.

R22. Create, maintain and observe a policy and procedure for HIPAA compliance. Each
affected Department should be aware of their obligations and actively participate
and pursue full compliance. (F22)

" Response: IT will create a policy and procedure for HIPAA compliance from an I'T
support perspective. IT will support Policies’ and Procedures that are developed by
individual deaprtments.

R23. Create, maintain and observe a policy and procedure for PCI DSS compliance. Each
affected Department should be aware of their obligations and actively participate
and pursue full compliance. (F23)

Response: The IT department will create a policy for the handling of PCI processes.

R24. Direct the county’s Internet Service Provider to create an RWhois record and
populate it with appropriate role-based contact information. (F24)

Response: The IT department will create an RWhois record.

R25. Migrate all public services to SNI-capable devices and consolidate IP addresses.
Eliminate the vast majority of IP addresses that are not in use. If SNI were
implemented, the ongoing costs for dedicated IP addresses could be reduced to as
few as five (or a single CIDR/29) vs the current 256 IP address allocation of a Class
C network (CIDR/24). Depending on how the county negotiated their current
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pricing, they could be paying as much as $5000/month for IP addresses. Savings
could be in the tens of thousands of dollars per year. (F25)

Response: The IT department disagrees with this finding and we believe we are using our
Internet address’s appropriately.

R26. Immediately install security cameras at the Morning Star facility. (F6, F20)

Response: The IT department will add security cameras at the Morningstar Facility in the
mid-year budget request.

R27. Immediately replace the doors, door locks, and implement audited security access
devices for the server rooms at the Morning Star facility. (F6, F27)

Response: The IT department will add security access controls at the Morningstar Facility
in the mid-year budget request. ‘

R28. Replace the sprinklers with HFC-227ea fire suppression systems, or any other
clectronics-friendly fire suppression system, at the Morning Star facility. (F6, F28)

Response: The IT department will work with Facilities to identify workable solutions to
fire suppression at the Morningstar facility.

R29. Immediately move tape backups into fireproof safes at the Morning Star facility.
(F6, F29)

Response: The IT department will work with Facilities to identify workable solutions to
tape storage at the Morningstar facility. The IT department will investigate alternate
methods for the storage of backup media.

R30. Immediately move tape backups into fireproof safes within the NOC. (F6, F30)

Response: The IT department will work with Facilities to identify workable solutions to
tape storage at the Network Operation Center. The IT department will investigate alternate
methods for the storage of backup media. '

R31. Replace the sprinklers with HFC-227ea fire suppression systems, or any other
electronics-friendly fire suppression system, within the NOC. (F6, F31)

Response: The IT department will work with Facilities to identify workable solutions to
fire suppression at the Network Operation Center.

R32. All third-party access to the NOC should be supervised and logged. (F32, F56)

Response: A policy will be created to control and document all third party access to the
NOC.

R33. A replacement ticketing platform must be researched, obtained, and implemented as

soon as possible. The replacement ticketing platform should enforce device, user,
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and technician identification, and provide for canned responses, Frequently Asked
Questions (FAQ), Knowledge Base (KB), and self-help integration for ticket
submission, multiple support queues and automated technician/group assignment.
The county must create, maintain and observe a policy and procedure for ticket,
FAQ, and KB management, and require ticket data audits on a weekly basis. (F33)

Response: IT will define requirements and research available product offerings fora
comprehensive Information Technology management system. The IT department will add a
request for an Information Technology Management system in the mid-year budget

request.

R34. The SAN upgrade must be completed with the highest priority. The SAN must be
installed within 30 days of publication of this report. (F34)

Response: The IT department has engaged a service provider to expedite the full
implementation of the SAN. Work will be completed by August 2017.

R35. Complete and actively maintain a hardware audit to obtain an accurate Asset
Management accounting of actual network devices in use throughout all county
facilities. The audit should include the exact location, make, model, serial number,
patch level with firmware hash, installation date, observation date, MAC address,
routable addresses, department affiliations, responsible parties and any other
applicable notes. Vendor websites should be actively monitored for each device
model for updates and EOL. This Asset Management system should be integrated
into the Network Analyst’s workflow to ensure that all hardware is properly
observed and maintained. (F35, F36, F37)

Response: While the IT department currently maintains a library of all installed hardware
the data is not as extensive as requested here. IT will add extended data requirements to the
Asset Management module of the Information Technology management system.

R36. County IT staff should be mandated to participate in online forums and mailing lists
related to their duties. This should include SANS, SANS Internet Storm Center
(ISC), the National Institute of Science and Technology (NIST), NIST's Computer
Security Resource Center (CSRC), the Internet Engineering Task Force (IETF), US
Computer Emergency Readiness Team (US-CERT), CSO , Patch Management ,
SaferPC , and the various Stack Exchange sites. (F36, F37)

Response: The IT department does participate in online forums, mailing lists and other
technology related information sites.

R37. Wherever possible, EOL devices should be replaced or terminated. Where this is
not possible, we recommend that alternatives, such as Microsoft Premium
Assurance, be sought out to minimize collateral damage from unsecurable devices.

(F38)
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Response: IT will investigate the use of Microsoft Premium Assurance where necessary.

R38. Immediately prepare and approve a 64-bit Operating System image and gradually
roll it out to all supported devices, prioritizing those departments that require 64-bit
Operating Systems for line of business applications. Approval should occur within
90 days of publication of this report. (F44, F45)

Response: The IT department has been working on Windows 10 deployment for several
months with a scheduled roll-out beginning in August 2017.

R39. AILIT staff need to be actively trained in the RMM solutions. (F46)

Response: All applicable IT staff have/will be trained in the various RMM solutions used
in Tuolumne County.

R40. Create, maintain, and observe a policy and procedure for malware events that does
not treat them as a mere nuisance, but treats each incident as a potential disaster.
Each affected device should be fully audited and user logs should be actively
reviewed until the source of the observed infection and any other identified
infections can be rooted out. Detection signatures and edge rules should be
modified to address any discoveries, thus preventing similar infections in the future.
Any infected users should be required to attend end user security training. (F47)

Response: The IT department is comfortable with our current Malware procedure. I'T will
work to create a policy that documents and supports our current process. The IT
department will identify and deploy training courses to educate users on identifying and
reacting to Malware events.

R41. Immediately install and maintain File Server Resource Manager (FSRM) on all
servers for ransomware signatures. User accounts triggering events matching
ransomware signatures should be immediately locked out across the network, with
alerts being sent to Network Analysts and Technicians for fast response. Likewise,
bulk erases, often a result of user error, should lock out accounts and trigger
Network Analysts response. This should be performed within 10 days of
publication of this report. (F48)

Response: The IT is currently deploying security devices that will identify potential
security issues. IT will pursue the use of File Server Resource manager for use in our

environment.
R42. Immediately replace all hardware and software firewalls. (F49, F50)

Response: Hardware firewalls completed, July 2017.Software firewall replacement
scheduled, August 2017.

R43. Perform regular on-site inspections of all county facilities to inspect the state of all
hardware, validate that devices have not been physically compromised or tampered
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with, move physically susceptible devices away from locations where guests have
access, and look for susceptible network access points. Susceptible access points
should trigger a work order for facilities management to remove the accessible port.
Technicians should document and photograph all hardware and network access
points on each visit for their records. (F51, F52)

Response: County IT currently employs security controls that prohibit these types of
attacks.

R44. Create, maintain, and observe a policy and procedure for Network Device Integrity
(NDI) Methodology. (F53)

Response: IT will create a policy and procedure for Network Device Integrity (NDI).

R45. Implement an SPF record for all county domains, even those domains that are not
actively in use. This simple DNS text record for SPF compliance is likely as easy as
running this command on their DN servers: dnsemd /recordadd co.tuolumne.ca.us
TXT "v=spfl ip4:50.203.5.128/29 a mx -all" Repeat for all domain names. This
should be performed within 10 days of publication of this report. (F54)

Response: IT will implement SPF records where required.
R46. Implement DKIM for all county domains and mail relaying servers. (F55)
Response: IT will implement DKIM where required.

R47. Create, maintain, and observe a policy and procedure for external vendor access
that integrates the Principle of Least Privilege (POLP), mandates audits of vendor
activity, and requires logging of all vendor access within the ticketing platform.
(F56)

Response: IT will create a policy and procedure for vendor access, modeled after our
current process.

R48. Immediately patch websites and actively monitor vendor websites for updates.
(F36, F37, F57)

Response: The IT network team is working to update/patch all of our current internet
services.

R49. Disable and remove all websites that are no longer in use. (F36, F37, F57)
Response: IT will disable and remove all non-active websites.

R50. Enable and maintain SSL on all county websites. Renew expired certificdtes. (F58,
F60)
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Response: Where appropriate all secure websites have updated certificates. Not all
websites require security certificates.

R51. Disable external access to the BYOD website. If that is not possible due to remote
activation constraints, enable and require port-knocking to ensure that unauthorized
users cannot abuse the site. (F59)

Response: IT will investigate this recommendation and employ proper security on our
MDM platform.

R52. Select one preferred domain name and perform an HTTP 301 Redirect from all
other variations to the preferred domain. (F61)

Response: IT believes that we are using our domain names appropriately.
R53. Correct the robots.txt file to conform with the Sitemaps standard. (F62)

Response: IT will correct any deficiencies with our robots.txt file and repair any
anomalies. '

25



ajep-01-d)|

*@10¢ dunp £q 9)9[dwrod sapeasdn Surgojrms

J[10MI3U [[€ 9ABY 0} JUSJUI A} YIL4 UNSIq Sey JuaAo[da ( "PIALLIE SBY] AIBAA DI SUIYILIAS JI0MIIU AU [[V :8T0T/ST/T

smelS

*J20[J 90IASP AJLIMOSS PUB YOIMS §,4Uno))

a1 Jo Sugepdn pue JUSWEFLULTI ST} MO[TE [[IM 2IeMIJOS JUSSEIell JI0M10U YT, "0IeMIJ0S JUSeS Rl SI0MIeU € Surmooid

SI pUe PaJBN[eAS SBY OS[B JJ "9TeMIJ0s DN Justreoedar  Jo uopejuewe]du se [jom Se justarnoold Surjerjodau sI pue pajenyeas sey 1]

() 000°000°T$ :uonEITCws[dUI] pUe osLYoIN ]

8707 Jequieydeg - ATn[ uorejuewerdw YIIM £, 107 SUN[ 9SBYOmM]|
*SUONBINSIJUO0 PUR SIBMITOS [OIIMS

oSeueW 0] JONPOIJ QAR ITY [[EISU] "SAUOJIMS Pajepino speidd() :monnjos
Jueweoe[dey mﬁi&?w SI0MION

sn3e)S

‘o3

90IASP I9AISS §,AUNoy a1 Jo Suryepdn a1} MO[[e [[IM SIBAMIJOS JSAISS [BNIIIA ST, “SUISUa0I] JoAlss [empra Surmoold SI pue pojenyeAs
seq o[ [ ] "oTeMpIeY SUIYORJA] [ENUIA Juemese]dar & Jo mopejuemodu se oM se juetnemoold SurjerjoSeu s pue pejen[eas sey I

AejN wonyeyuswerdurr ¢ AIond /107 sun(- 1dy uwonejmewmerdun 1 ALI0L]
‘surrojjerd xoAtes pajepdn jroddns

0} 2INSUAOIT JOAIOS OpeI3d[) ‘SIOAISS [RNIIA MOU SSBYOIMN ] :UONNJ0S
"UONRZI[ENMI A IOAISS

i

*8T107/9 21eApIBY Adu 3} Surdo[dap ysIuIy 0} ST JUYUI XN "SIIASP S J9Y)ouE Surppe urroyjerd
SSo[a11A ano Surpuedxo yo ssao0xd 9y} I ST WOISIAIP JJ Y], "Pajepdn/popeiSdn usaq aALY SOIIAIP SSI[AIIA [[V :8T07/ST/T
:snye)S

SI pUe pajen[eAs seq Os[e JJ “eIemijos DN juewesedar e Jo uonejuswe[dur se [Jos s jueremoold Surerjofeu sI pue pajen[eAs sey 1]

*JO9[J 901ASP AJLIN0SS PUB YojMS SAunodf
oy Jo Sunepdn pue JUOTIOSEURTI OU} MOJJE [[I4 9IeMJOS USRS UrTl SI0MISU o], "9IBM1J0S JUSTIaSEURW JIomiet & Surmoord|

M 000°8$ (&) 000°C1$ ‘UOLE[[EISU] PUE asLyom ]
"£10T ABIA Ut woneyusts[dull (M /10T YOIEJA SSEYoIng
*SOOIASD SSO[OIIM Q) SFBURW 0] 90TASD SSEJIRS[D) J U} U0 9IBMIJOS

[oABMITY [TEISUJ PUB SJUIOJ SS8098 SSS[OIIA\ BQUIY JUeLmo opeidd ) :monnjog

‘JuoTIeoe[der SSa[aII M |

*8T0T/T SUIDIIAMS J.I0A}IU 31} & Jo 3jepdn o) pue woneyuamnaydur o) ysrury

0} ST JUAIU] "SUILIE]S ST JuaAo[dop PUE PIALLIE SBY SUIIJLAAS MIT Y] JO [[& S J10A19U B)ep 37} uo jonpoxd oyy juavxaydu

0} SuUDI0M ST 1] 939[duxoo sapeasdn e yym wiofjefd SSI[a.1A 31} .10 SUDLIOM ST PUE PI[[EISUI U3dq B DVN 9L :8T07/8T/T
SIJElS

*199[J ©9TASD AJLINOSS PUE [OJMS S,AUN0))

o1 Jo Supepdn pue juotIeSeURII T} MOJTE [[IM SIEM1JOS JISTIAFRURTI SI0M]OT o1 ], "0IeM1J0S JUSTISEURT JIomIeU B Surmoord

SI pUB pajenyess seq os[e I ] ‘aIem}jos Dy N jueueselder & Jo uonejusurerdur e [[os Se juomemoold SunerjoSeu sy pue pejen|eAs sey 1]

(M 000°8$ (&) 000°G9$ ‘TOHE[[EISU] PUE oSEYOMJ

"L 10T &N W wonejuewe]dur (s /107 YO Sseyomd
souerpddy Aunoeg ssedIes[) JH STONN[oS

Juoueoe[dor JUUeSEURTA] PUR JONUO)) SSS00Y SHOMION]|

jusurrredap o3 spoeduar 3onpax 03 A[[EJUSUIAIONUT SIVIASP MU 0] PIUOYISUEI} SIS ATB SIIIAIIS [[BADIL AIBAMIJOS :8T0Z/ST/T
smyels

*9Iem1Jos eI o[qepeIsdn AJIses J0 A[TeoTjETHOINE ST PUE S}EaIT) JsureSe uonoajoxd

1sa7e] o1} opraoid o} peseq wondriosqns 9q 03 POST [[IA Uesoyo jonpoid oy, "Axord qem pue ‘(WOTIOSJUT 2IBMIJOS SNOTOT[EE JuaAaId 01)
Suruueos 901ASp [RUISIUI ‘SUTURS pue SULIS) Y gem pue noneondde ‘Aryeuonouny nonusssld wosnnuy ‘Juetece[del [[EMOI STeMPIET
opn[our 03 s1 309[01d STT} JO [BOS OT[T, "SOOIASD PUR S[[BMAII AJLIN0SS 932 §,A1Unoy) oy JoJ StraisAs juetneoe[der SugeneAs A[Jwermo ST IT

(D 000°59% (D 000°€0T$ “TOTE[[EISUT PUE OSBOINg

*/ 107 oung- AeJA] moyejuswe[dwr /107 [IdY oseyon |
‘symrod-puy AImosS Pue [[eMeIL] SYI0MION O) Y O[ed -UOHN[oS
Juoweoeder souerdde Armoss ereMpIRE]

smye}s / wondunsaq yasforg palorg

65 65 0 0 R SSO[OITA\

134 [44 I seouel[ddy AJIMOSS 29 [[BMSIL]|

901 LT T 4 0 SYONMS

0y1 IS v SIOATaS

e101, opep-03-dny € &LrorEy T Aoy I fuong £10301E0)
A4S MOT] AJLI343§ TMIPSTAT fyuxaasg YSIH




000'8L$ 6 8 Zl 4% I10L SSA bN SOA uoponJsuon/bujue|d Jejus) jsuel]
S30 'YSH ‘LI ‘'ulwpy| 000°0¥$ oLL ZL 86 JUJ-1eN ON ON ON $S200Y Ssejelipn Auno)
alemyog Jusweoe|day welsAg xe | Auadold
6l 091 o 0s SoA ON SSA Bujuueld - jrer Ajunon meN
000'zz$ 9ee 8 9le clL oydd SOA ON S8A uononisuoy - Jsjus) uojusleq ejiusanp
U-Im oljgnd sepnjoul sseooy Ateiqi| 000°5y$ 8y ; ey an SBA ON SBA uonosuUo) Aelgi] DINIO/NIAD
J0JoBJIUOD 8ZIIN [IM - GL/¥L Ad paseyaind| 000°G$ 70l 8 78 cl pIERETN ON ON ON juslusoe|dey - HlomeN eely abelols
219102 syvelold pajasueg/psjsjduion
6vc‘L | 08l 902 ve adualajig
UooL'y |Uoos yos9'l yool'‘z SINOH 9|gE|leAyY
002°536V LS¥'e 0ze vIv'L gL'} Siejol
Y02 18SHO HOSOUII “L -9} A4 Pseydond| 000°86$ 861 ool 86 UF-IeN ON ON SeA uoneiBbIN G9g 92O HOSOIIIN
43 79 EJE] ON SBA SSA (0s¥ES) elN Aq SjOA
Mel 19siO HosoldlN| 000 L$ el 89 99 Ju3-1eN ON ON SSA epelbdn - A1ojo8.iiq SAOY HOSOIOIN
0C ol oL by ON SN ON asegeleq buddes1-3
005°2$ 6 4% [0)4 (0)4 0Ss/0¥d ON ON ON aolsnr yeuls
000'6$ ogl 9 4 458 vy ON ON ON apeibdn €0} SIDAY
‘He “Jepusieq 2lldnd ‘YA “Hed PIEPUEIS ‘UIPY ‘ANV/| 000°0¥$ [44" 4 86 [4 Ju3-1eN ON ON ON $S800V ssajalipn Aunod
slsjue) YinoA ‘bodiy ‘ssnijioe4 ‘uopesioay xel | 000‘0s$ 012 zL 28 9Ll Ju3-eN ON ON oN (sse00Vy ‘slulely ‘@oue[iaaing) sjoliuo) Ajnosg Auno)
ovl 4 8z 00l FSiTe) ON ON ON (sya) epetbdn sand
)8S8SsY 'I0)Ipny ‘QV ‘oldpeojese) ‘ueisng ‘eifqebspy 20l 0l WO ON ON SOA aoeysIU] SEND
pundisnil| 000°2€$ 09 4 8y Ya/0dd ON ON ON uoisuedxg 3I0mSN sosnp
Ue[pleng djqnd pue s8olAlag 8Ajo8]old INpY 9cl ¥e 8 ¥6 3sa ON ON ON wajsAg juswsbeuely ssed - SSa
19bpng pue yH ‘eoueul4| 000°00€2$ 9lL (0} 99l oLs any ON ON SSA Jusweoe|dey WalsAS d¥3
000°0€$ 98l 9 4] 8¢l JU3JeN ON ON ON apelbdn Aoojep
435 cLl By ON ON SeA aseqejeq uopoadsu g UoAN|jod IV
JuswAo[dep waysAs [[n4 8 zl [ 09 oid ON ON S9A oldpeojese) - s|iuaAnp
plepuels ‘eouenquiy ‘Jsjuen Buipoday Aeq uoneqoid| 000°02$ gLl 4 18 8 Jug-eN SeA ON S8A Sa)Ig ajoway - sepelbdn NV
00.'8% 014 ge 5 va/odd ON ON ON SHN0Y 8y} Woly SSe00y dJompaN Auno)
cll (045 4 0Ss SBA ON SSA uoponsuog - [ier fiunon meN
AiAosuuog stiomgeN - SeIlN SUS 08l 8y 0oL ce Jug-1eN ON ON SeA Il 8seyd uoponisuod/buiuueld sys - JejusQ sonsne
pun4 wods@1| 000°00%'2$ 154 001 29¢e 4 MIEREN ON ON ON apelbdn pue BujuUE|d - SUOHEDIUNLULLOISIS L
@%O/V oarn..«v
&
2
1s11 302l0ud pleog Butiesyg ABojouyas | uopewLiou gj-210Z Ad [euld 8102182/



000°'2z$ G 0¢ 78 sod ON ON SBA uoinjog juswebeuepy epusby SOg
00¥'CL$ 8y e ve 0os ON ON ON Buiddeyy o[1IqoN SN
000°'G9$ ve cl cl aiNv/0S ON ON SBA Uyojedsiq [eolpsy Aousblawg
a1 jo pug| 000'9cE 652 szl ) 28 I8N ON ON ON Juswsoe|day alemyjog yseq S9IAIeg
000°e51$ vle 8 78 vl 0s ON ON ON wesAs juswabeueyy [rep
J010e3U00 SZIIN |im - Alojoelig eanoy pue sbueyox3| 000°0+$ SLL ge 08 (013 u3-1eN ON ON ON 7L/l Useley JeAaeg [enuuy
04 04 JUZ-eN OoN OoN SOA Apnig sjuswalinbey ssauisng - Juswlsbeue 1uaWinooq
e e ] R R ey ’ e ] ] > W@
|ojed jeog ‘seoinleg 199]4 ‘alnynouby ‘odily| 000°G9$ el T 18 8 SSA ON SBA mmtwlm,.wloEmm - sepeifdn NV
JU3-1eN
000°8e$ oF 9 [ 4 XeJ oN ON ON epelbdn 1844 71y
000'8¥$ l2) S clL 0l Jug-1eN ON ON ON LL/9) ysalisy Jealsg [enuuy
000°'Ge$ 9L cl 44 ovL old ON ON S8A 0.dpeo|ese) - s|lusAnp
8140 pug| 000°07$ ol ol U3-1eN ON ON ON |0JjU0D SS90V MIOMISN
0s.'8v$ oGl 9l orl 0s ON ON oN walsAg juswabeuepy 1A OS
0sz'el$ 0Ll zg 8/ ad/o ON ON ON spelBdp 910z me10id
1e0 Jad Y "soue|ddy iomaN| 000°16$ vl CL ov ze 0s ON ON EN (sjeuiwss | ereq 2iqojy)) SINIY SlIGON
000'09}$ i 4 [43 82 0os ON ON ON apeJbdn olpey yojedsig
pun4 uopezjuspoly| 000'Gz$ 68 ¥ ¥e 19 4o ON ON ON epe.fdn 9jid[eH
002'21$ 495 79 8y gINv SSA ON ON (UspjelInQ) Jusiuebeue|y 8se) SouBNquly
0002G¢$ 95 [45 08 e HSY SBA ON S8A juswaoe|day weysAg xe| Aedold
8¢l 0s ON ON ON Apnis sjuswainbay ssauisng - Wia)sAg jusllabeueyy jier
Ayagosuuod ylomieN - seiiin sus| Zse'cLes el Jug-1eN OoN ON SOA uononusuog/buiuueld ayg - Jejua) sonsnp
@QJO/V .e/zm.véo o2 Venv /«“JOO ooé@ OOQ .m/muvv
R & X" g s ?
Q*\V S OV 2 /m; .@¢
@00 & /00 >
) >

117 300loud paeog Buniesyg ABojouyos| uopewlou| gL-2L0Z Ad [Buld

810¢/8¢/c





